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Annexure 1
1. Processor
¢  Intel Corei5 (10th Gen or higher) / AMD Ryzen 5 or above
e  Minimum 4 cores, 2.5 GHz+ clock speed
®  Virtualization enabled (for container/VM compatibility if required)
2. Memory (RAM)
¢  Minimum: 4 GB DDR4
®  Recommended: 8 GB DDR4 (for faster decryption, downloads, and multitasking)
3. Storage
e  SSD (Solid State Drive) — 256 GB minimum
e Recommended: 512 GB NVMe SSD (for speed and reliability)
4. Operating System
e  Windows 10 Pro / Windows 11 Pro
5. Network
e  Gigabit Ethernet (LAN mandatory; Wi-Fi not recommended)
e  Static IP or restricted IP pool for downloads
6. Security Hardware
e  Devices (Face recognition camera)
e  2FA-enabled system (linked with registered mobile/email)
e  USB ports disabled or locked to prevent unauthorized data transfer
7. Display & Peripherals
e  14” or larger monitor
e  Secure thermal/laser printer with direct USB/Ethemnet connection (no Wi-Fi printing)
e  UPS with 30—60 minutes backup to cover power outages
8. Other Requirements
e  No external storage (USB/CD/DVD) allowed
e Dedicated reom PC — not to be shared for general admin/college work
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